Cyber Security at Work

Protect municipal, customer, and employee data online
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What is Cybersecurity?

DEFINITIONS YOU SHOULD KNOW

CYBERSECURITY

The protection, confidentiality, integrity and availability of data,
systems and infrastructure in technology. Cybersecurity is a
combination of secure systems (hardware and software) built
into technology as well as human intervention, monitoring,
training, awareness, and good network habits.

MALWARE
Short for “malicious software,” this software is designed
specifically to damage or disrupt a system, such as a virus.

RANSOMWARE
A type of malware that threatens to publish or block access to
data until a ransom is paid

BREACH
An incident that resulted in confirmed disclosure (not just
exposure) to an unauthorized party

PHISHING

The illegal practice of sending email claiming to be from
reputable companies in order to induce individuals to reveal
personal information, such as passwords and social security
numbers
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As reported by the 2013 Europol Serious &
Organized Threat Assessment, t he “ -

Global Impact of CyberCrime [has risen to] US
$3 Trillion

... making it more profitable than the global

trade in marijuana, cocaine and heroin
combined. ”

In 2018 Global Impact exceede®i6 Trillion

s



“If cybercrime was a country, it would
have the 13" highest GDP in the
world”.

... Cyber attackers alone generated $1.5 trillion in
profit last year, equivalent to the GDP of Russia.
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https://www.darkreading.com/vulnerabilitiesthreats/cybercrimeeconomygenerates$15trillion-a-year/d/d-id/1331613




The Likelihood of a
CYBER ATTACK

COMPARED

The chances of experiencing a data breach
are higher than you'd think. Take a look as

we compare the odds.




14,600

Struck by Lightning

If you live to be 80 years old, the
National Weather Service says

your chances of being struck by
lightning is roughly 1in 14,600.




100"¥

Having Your Tax
Return Audited
"

50

Home
Burglaries/Invasion

An average of 2 million homes

experience a break-in or burglary per year.

With over 126 million homes in the United
States, that's roughly a 1.7% chance.




4

Cyber Attacks

There were an estimated 8.4
billion devices targeted by
cybercriminals in 2017.

A report by the Ponemon Institute
estimates that the chances of
experiencing a data breach are
as highas1in 4.




Smarter Online = Safer Online

Municipal and State
Government at risk




Willie Sutton: Infamous Bank Robber

Q: Willie, why do you rob banks?

A: Because that's where the money is




MAJOR '™

DATA BREACHES.:

150-million

users compromised (2018)

143 million

compromised (2017)
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Of breaches Of cyber Of non-POS
involved attacks malware was
internal actors targeted small installed via
businesses malicious
email

*2018 Verizon Data Breach Investigations Report
wWww verizonenterprise comy/resources/reparts/rp_DBIR_2018_Report_en_xg.pdf
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Cybercrime Annual Revenues

$860,000,000,000 $1,000,000,000

m lllegal online markets = Tradesecret, IP theft = Data Trading = Crime-ware/CaaS m Ransomware




Where Breaches Happen

3.5%

Unknown

| — 4.8%

Retall 5 60/
- (7]
24.3% ———— Professional
F‘isnam_:ial
ervices | 5 80/o
Information Services
—L lincl. Cable & Telecom)
6.4%
15.3% — Manufacturing
Healthcare y
10.4%
Accommodations
lincl. Hotels & Restaurants)
124% -  L-11.5%
Government All Other Industries
(combined)
erizon 2017 Data Breach Investigations Report

NIRE remai | .
FEDERATION nrf.com/datasecurity




NUMBER OF RECORDS BREACHED BY INDUSTRY
IN FIRST HALF OF 2017

FINANCIAL 5,029,489 RECORDS {<1%)

. ENTERTAINMENT 1,757,559 RECORDS {<1%)
408 204 215 RECORS (21%) | GOVERNMENT
HOSPITALITY 355,201 RECORDS (<1%)

INSURANCE 123,324 RECORDS (<1%)

NON-PROFIT 74,722 RECORDS (<1%)

INDUSTRIAL 22172 RECORDS (<19}

1,901,866,611 TOTAL RECORDS e v 46 YR AT

*Source:GemaltoSecurityc Data Breach Statistics 2017; First Half Results Are In
https://blog.gemalto.com/security/2017/09/21/newbreachlevetindexfindingsfor-first-half-of-2017/




Municipal data o a pot of gold

County and municipal networks are treasure chests
overflowing with priceless gems.

Mortgage documents, deeds, births, deaths, ugly
divorces, medical records, Social Security numbers
and military discharge documents are among the many
types of publicly accessible documents that may contain
Pll (personally identifiable information), PHI (personal
health information) or other sensitive data. Constituents
turn over all this information naively assuming that you
are doing everything in your power to protect it from theft
and misuse.

*Source: C10.corCounty and Municipal Cybersecurity
https://lwww.cio.com/article/3184618/governmentise-of-t/county- ici



How Prepared are Cities?

LC and PTI conducted a survey of IT officials representing local governments from across the
N United States to prepare for this survey. PTI sent the survey out to their broader membership

while NLC targeted members of our Information, Technology and Communications Advocacy
Committee, generating 165 responses:

45% represent communities with a population under 5 0.0 00

33% represent local governments in the 50,0 00 to 150,000 population range

2 2% represent local governments above 150,000 in population.




HOW ENGAGED ARE YOUR LOCAL OFFICIALS IS YOU BUDGET ADEQUATE ENOUGH TO

IN CYBERSECURITY EFFORTS? SECURE THE NETWORK PROPERLY?
Only 17 percent of respondents say their local When asked if the local government’s budget
elected officials are very engaged in cybersecurity  was adequate, 33 percent of respondents said it
efforts. In fact, 29 percent admitted that they was high enough to secure the network properly.

were "not engaged” at all.
Over half of those who answered the survey said

that elected officials tended not to prioritize
cybersecurity budgets and policy.

m No

® Somewhat ¥ Not engaged
engaged m Very engaged




v %%

(R s

12
OR.TE TRETE.

_,I +  POLL THIS WIRE REAUY TIGHT
S0V 1

i
:
3

_ 3_13 GLJE L
]!——a o— 4 100~ =
TOUCH TONGUE 1 oy L
U

HERE




- INTHIS CORNER Ve HAve - l

/o Ol FiRCyWALLS, ENCRIPTION,
| B ANTIVIRUS S0FTWARE , ETC

1 AND N TS CORNER,

| We HAvVE Dave//

x

S l'.
WO D EINSSOTRIMAALA NS SO T NHO! %00




=
31%

Phishing/Hacking/
Malware

Causes

o B —
K= I
Employee Action/
Mistake

-

)
17%

External Theft

=
14%

Vendor

* SOURCE: Deeper Dive: Human Error Is to Blame for Most Breaches

ByWill R. DaughertwnApril 25, 2016

8%

Internal Theft

i
6%

Lost or Improper
Disposal



http://bakerlaw.com/WilliamRDaugherty

County and Municipal Government Data Breaches

= Internal Mistake = External Threat

*Source: IBM; Reviewing a year of serious data breaches, major attacks and new vulnerabilities
http://mww -01.ibm.com/commory/ssi/cgbin/ssialias?subtype=WH&infotype=SA



Smarter Online = Safer Online

Keep software updated Avoid phishing attempts Protect Municipal Data
Keep the operating system and security Never click on a link or open an attachment in a
software up to date on all devices. A message or email from someone you don’t know.
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- Protect accounts with . .
Use unique passwords I strong authentication Protect mobile devices

Create strong passwords. Always enable a two-step/factor verification Keep the operating system and security

which requires an additional code to log in. software up to date on your mobile device.




Smarter Online = Safer Online

Keep software updated

Keep the operating system and security
software up to date on all devices.

#



computer’s defenses

¥ Keep the Firewall Turned on
¥ Install legitimate anti-malware software
¥ Allow monthly software updates

¥ Notify an IT person of any Update Failures

s






Only devices owned by the municipality is

connected to that municipality’s Network

PCs should be manually locked when unattended

®  Press Windows Key and “L" at the same time ..or

¥  Press CTRL-Alt-Del and “Lock Computer”
Files should be stored on a network drive or

cloud drive

® NOT on the C\ Drive

s



Smarter Online = Safer Online

Avoid phishing attempts

Never click on a link or open an attachmentin a
message or email from someone you don't know.

s



Top 10 Malware - Initial Infection Vectors TLP:
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Decline in consumer

319,000+ gl

Instances of Magecart durlng 2018, almost 90,000 of which
were identified between August and October.

71% 24%

Increase in Decrease in
cryptomining malware new mobile malware
Increase in Increase in
financial sector attacks new loT device malware ‘
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MESSAGE ADOBE PDF

(G Ignore x K | L ) () Mwtn :_ oo £3 To Manager ¥ 9 Rules ~
% P—e 3 <« Fk-) *.A_‘_'I]M- =2 Team Email v Done ,LmOneNote
° i elele tepl eply Forward e ) = - - - Move
wo Junk Py AT" Fij More + &€ Reply & Delete f Create New v s [ Actions *
Delete Respond Quick Steps i Move

Wed 5/17/2017 :25 AM
Darrell Price <hcbartie@uol.com.br>

Darrell Price

Message S; jdeluise @ cem-ct.org® 32196 mM92hil 7y %621 dowx (131 KB)

This email (jdeluise @ccm-ct.org) was spedfied as the receiver of the transfer from Darrell Price

The payment is scheduled, Please check the document in attachment,

Doc Pwd: cQYXsFO

Darrell Price No ems

-

Unread

m P

Mark Categorze Follow
- UP -

Tags ~

| Related ~

Translate

[3 Select~

Editing
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MESSAGE ADOBE PDF
Brignoe P L (2 £ FeMeeting | W Aucit 3 To Manager Yy Frue- ¥ Hl P a}) gar e
€ € D . =1 Team Email v Done S onedote ) Relsted «
= v+ Delete Reply Reply Forward __ e 3 3 o e Move Mark Categonize Follow Translate |
&5 Junk All = More ~ 5% Reply & Delete f Create New v = E’Amom o | i = Up~ = I3 Select~
Delete Respond , Cicasrens : A s2as ) Editing
Wed 5/17/2017 9:25 AM Propemes
Darrell Price <hcbartie@uol]| " SR
: ? Importance  Normal - Encrypl message contents and attachments

Darrell Price 3 S e ) Add digital signature to outgoing message

¥ Joseph Delutos Request S/MIME receipt for this message
Do not AutoArchive this item

Message B ideluise@cem-ct.org* e9*196mIIZhi Ty_%:21.di

This email (jdeluice @ccm-ct.org) was specified as the reg

The payment is scheduled. Please check the document it

Doc Pwd: cqYXsFO

Tracking options
[N Request a delivery receipt Tor this message
"'/: Request a read receipt for this message

Delivery options

¢
Expires after None 12:00 AM
Contacts..,
' Calegories w!| | None
Internet headers qNvaBPadwQAl ep ‘
DSFICLAHGXelODBQD7/CY7oUDINSUVZNIXKINSZFnbOSWEVMUr
0QIEKhBIq+62515

4fvbUnodB0P3hs o6 TekMILAG N - iPE4 L8 al mi7XYc=
Received: from Dipak [unknown [183 52.2158.165])

JUSITIY I1LSVE WILH LIPMNEN UNC-Kam-mes230-SHA (256/256 bits))
{Chhent did not present a certificate)

| Close ]

Darrell Price Mo Items




Map Location For 183.82.218.198
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€2 Reply 52 Reply All €3 Forward M

= | Tue 516/2017 11:27 AM

FW: Completed ccm-ct.org - Accounting Invoice 517278 Document Ready for Signature

To Michael LaCroix; ' Joseph Deluse

From: William Labert via DocuSign [mailto:dse @docus.com]

Sent: Tuesday, May 16, 2017 10:38 AM

To:

Subject: Completed ccm-ct.org - Accounting Invoice 517278 Document Ready for Signature

UPS Retums Label Delivery
This notice tells vou that a UPS shipper has sent you an electronic label.

You can print and use this label to include in your outbound shipment, or send 1t to the consignee. The label will be available for 30 days.

— http://aimnorth.biz/viewdocl /file.php? . . L : .
Note: When TEtNIeVIng YO document=mtadngnyewfuqgnibsljdcSve: with both a UPS Returns Label and Commercial Invoice if the invoice was prepared
by the onginal shipper. mc3ndaz
Click to follow link

Retnieve Your Label and Receipt

This e-mail was automatically generated by UPS e-mail services at the shippers request. Any reply to this e-mail will not be recerved by UPS or the
shipper. Please contact the shipper directly if vou have questions regarding the referenced shipment or vou wish to discontinue this notification
service.




aimﬂortﬁ;

FOUNDATIONAL BUSINESS PRINCIPLES

INTERIM LEADERSHIP STRATEGIC PLANNING MARKET RESEARCH COMPETITIVE ANALYSIS
Gain an outside perspective to build frust, create Close the gap between business potential and Increase the odds of effective market validation Identify opportunities for differentiation based on
transparency, idenfify roadblocks and prepare success through marrying internal capabilities by clearly defining your target market and a detailed examination of the competition and the
the organization. with market opporiunities. creating a targeted persona. market landscape.

“ "Coping with the relentless onslaught of technology change was akin to trying to climb a mudslide raging down a hill. You have to
scramble with everything you've got to stay on top of it, and if you ever once stop to catch your breath, you get buried.”

"The Innovators’s Dilemma" by Clayton Christensen




WORLD HEALTH ORGANIZATION (WHO) <healthcaresupport@who.com>
[Suspected Spam] URGENT ATTENTION/COVID-19/CASE-REPORT/SAFETY

Message " DOWNLOAD-COVID-19-REPORT-SAFETY.doc.iso (132 KB)

Settings Security

Importance ;Normal <) Encrypt message contents and attachments

& — | |

p—

& Add digital signature to outgoing message
Sensitivity | Normal - e i .

Request S/MIME receipt for this message
World Health o

D Do not AutoArchive this item

Organlzatlon Tracking options

E‘;] Request a delivery receipt for this message
v) Request a read receipt for this message

Part(s):

7 MORE CONFIRMED CASE OF CORONAVIRUS.doc 35 KB y -
Download All Reports for Safety(in .iso file) Download All Report,| Delivery options
1 unnamed 0.32 KB Oﬁ Have replies sent to: |
Show this HTML in a new window? J

[] expires after | None 12:00 AM
1.1 unnamed 0.00 KB
DeleteReply Forward RedirectView ThreadMessage SourceSave : Contadts

Categories v None

Internet headers | x_antiAbuse: Originator/Caller UID/GID - [47 12] / [47 12] [a]
X-AntiAbuse: Sender Address Domain - who.com '
X-Get-Message-Sender-Via: server.ifactory3.com.au: authenticated_id:
accounts@finance.yeesfiji.com
X-Authenticated-Sender: server.ifactory3.com.au:
accounts@finance.yeesfiji.com
X-Source: i

Close




ABOUT ~ BRANDS & PARTHERS ~ DISTRIBUTION ~ RETAIL ~ COMMUNITY ~ CONYACT ~

WE ARE EXCLUSIVE FIII DISTRIBUTORS

For world-
renowhed food
brands.

ABOUT YEES DISTRIBUTION
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From: Bank of America Corporation. All rights reserved. <onlinebanking@habitatmuskoka.com>

To: -
Cc
Subject: Notice from Bank of America
DL ¢ 0 ) oo Lo e e e 2 e e e 3 | 4 | : | © ENHE | 7
{7 ] i i i ' T 0 T i T 0 ' 0
Bankof America %~

Online Banking Alert

Here is your Invoice

\\'I

Your credit card has been charged for $1628.99

Time: 03:55 AM
Date: 04/23/2018

ID Number: DS84777066304http://secondwindwithjoyce.com?
Txw85=mbfasqvwxunzcbaryoglqgs
Click to follow link

See Your Invoice Detailrh.here

Click on a photo to see social network updates and email messages from this person.

Connect to social networks to show profile photos and activity updates of your colleagues in Outlook. Click here to add retworks,
[ I l I




From: Bellovin, Hal [mailto:Hal.Bellovin@us.gt.com]

Sent: Monday, July 16, 2018 1:17 PM
Subject: Important information about your account

Please see attached.

Thank you

Hal Bellovin | Director — Human Capital Services (Employment Tax)
Grant Thomton LLP

186 Wood Avenue South, 4th Floor | Iselin, NJ | 08830 | United States
D +1 732516 7600

M +1 973 202 1892

F +1732 516 5502

E hal bellovin@us gt com

s

grantthomton.com



Ale paf - Adcbe Acrobet

Hg'h

o GrantThornton

DOWNLOAD PDF

Theis file is securely attached open with your professional email credentials

Hal Bellovin

Director — Human Capital Servicss (Employment Tax)

186 Wood Avenue South. 4th Floor
Iselin. NJ 08330

Tel: {732) 516 7600
Emall: hal.bellovinfus.gt.com

Tools

Fill B Sign

Commen




o Grant Thornton

!S D o http://mwinyigermanautoparts.co.ke/GT/Management
7

This file is securely attached open with your professional email credentials

Hal Bellovin

Director — Human Capital Services (Employment Tax)

186 Wood Avenue South, 4th Floor
Iselin, NJ 08830

Tel: (732) 516 7600
Email: hal.bellovin@us.gt.com




downloading malware

¥ Think before you click

¥ Confirm that the message is legitimate

s



Smarter Online = Safer Online

Protect Municipal Data

s



ONLINE FILESTORAGEOPENS DOOR TO OVERSHARING

24 /O OF USERS SAVE BOTH WORK AND PERSONAL

DOCUMENTS TO THE SAME ONLINE FILE STORAGEACCOUNT

ON SHARING WORK-RELATED INFORMATION THROUGH ONLINE FILE
STORAGE SITES:

PUTTING BOTH WORKAND
PERSONALDOCUMENTSAT
RISK




. -
u\[\\* | Protect Municipal data
a=/ o
ag{ and financial assets

® Handle sensitive data with special care

® Data should always be physically secured

®  Flash Drives, CD Roms etc...

% Encrypt Data “in Transit”

® Information should only be stored (or transferred) to
municipal owned devices

¥ Properly recycle “retired” technology assets

e



Smarter Online = Safer Online

N

Use unique passwords

Create strong passwords.

—



Create strong passwords

Which passwords are strong?

My son AldenAdsritizegowdtl in December

e
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DIFFICULTY TO REMEMBER:
HARD
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~ HH BITS OF ENTROPY

oboooOodgapoooono
I,.I_E j,_sE ooOoogooooaon
E’_{?___ _Ct; |h | .baﬂery SL'I:GPIE auuooaooouoag
DEII:IrEIEEE I:DD]DSE[ E]élz%%ﬂ qualﬁﬁj oOndoooaaoo

ooooau DDDJE[ .}. [ Hin|m 2,“.:5&) P,T

\ FOUR R / 1000 GUESSES/sec
COMHION WORDS DIFFICOLTY T0 GUESS: D*FH%TU‘EWWEHBER:
HHRD MEMORIZED |IT

s







\_

| Create strong passwords
- Keep them private

» Make passwords strong

¥ Keep them private
® NEVER share your password for ANY reason

¥ Use unique passwords

® Do not allow your browser to CACHE passwords

s



Smarter Online = Safer Online

a

Protect accounts with
strong authentication

Always enable a two-step/factor verification,
which requires an additional code to log in.




Smarter Online = Safer Online
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Smarter Online = Safer Online

Protect mobile devices

Keep the operating system and security
software up to date on your mobile device.

—



Attack Vectors for Mobile Devices

Data Loss

Data loss to cloud services and
productivity apps via

and forwarding

functions

Device Tampering

Exploit OS vulnerabilities to

bypass
security, and install malicious apps
from un-authorized app stores

Always-On Connectivity

Mobile devices are hyper-connected
and often access sensitive data over
untrusted networks, increasing the
risk of data loss through

Form Factor

Portable form-factors make mobile
devices susceptible to

Malicious or Risky Apps

Collect and share data such as

and device location with third party
advertising and analytics systemns




CIS Critical Security Controls
(for Effective Cyber Defense)

1) Inventory of Authorized Devices
2) Inventory of Authorized Software

3) Secure Configuration for Hardware and
Software on Mobile Devices

4) Continuous Vulnerability Assessment
and Remediation

5) Controlled Use of Administrative
Privileges

ahyS Ydad KF@S {y26f8i
HSEBIHALCESE dafa i hELSOFNL ; in tQW\IJ& y
aalt\h%r#d%rédleﬂtlalfsAB% chgbléat Pt S

oF G
MR Eéégs{

quIOKSR G2 0KS ySiag2]
Gaadimérge YurhErdbhitR Nk Yo& doBA S €

<me@ww@NwQNWWQWW@mmSNJ
or captured by other means. One important

risk in mobile is protecting credentials
da02NBR 2y (0KS RSOAOS o
account could also be a system or Domain

| RYAY | OO02dzy (i d¢

(June 2017) SANS Institat€lS Critical Security Controls.
Retrieved from https://www.sans.org/criticalecuritycontrols
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HOW TO BE SAFER WHEN
"USING PUBLIC WI-FI



Woton of Fairfield

|
3
)

Public Wi-Fi '?‘

Netwaork:  Fairfield-Guest
Password: Happy3 75!
Viar devi: sheakd lipla s Lz n* s:reen

firdresnre, ot

A0 000 1o the Trieeser”




Smarter Online = Safer Online

Guard municipal data
when you're on the go

Connect securely

Confirm the connection

SNEfIRbSANEKential data

Save sensitive activities for trusted connections
Beware of who is listening

Delete “Connection Profile” when done

Flash drives: watch out for unknowns -

VVYyVvVYVYyVYVYY



& What to do if there are problems

¥ Report abuse and other problems
¥ Immediately report phishing

¥ Immediately report missing devices
or theft of municipal data

¥ Change all passwords
¥ Wipe mobile phones

s



Connecticut Conference
of Municipalities

OwnIT. 1 SecurelT.

JosephDel uise

Director | Information Technology Services

CT CONFERENCE OF M UNICIPALITIES

545 Long Wharf Drive, 8" FI. | New Haven, CT 06511
Office Phone:  (203) 498-3040 | Fax: (203) 498-5802
Email: jdeluise@ccm-ct.org | Web: www.ccm-ct.org

i T
TR
2921
__ﬂ.ﬂ]‘l
AT

|

Protect IT.

STOP
I U

THINK

CONNECT
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More helpful information




WWW.cisecurity.org/mssac/

C I S Center for Internet Security® Confidence in the Connected World

Cybersecurity Tools Cybersecurity Threats

Home * MS-ISAC

MS-ISAC”

Multi-State Information
Sharing & Analysis Center®

The mission of the MS-ISAC is to improve the overall cybersecurity
posture of the nation's state, local, tribal and territorial
governments through focused cyber threat prevention, protection,

response, and recovery.

See Our FAQ -: Read the MS-ISAC Mission & Charter -3

Services Included with Membership

* 24/7 Security Operation Center * Weekly Top Malicious Domains/IP Report

* Incident Response Services * Monthly Members-only Webcasts

* Cybersecurity Advisories and Notifications * Access to Cybersecurity Table-top Exercises
. Access to Secure Portals for Communication and . Vulnerability Management Program
Document Sharing (VMP)

* Cyber Alert Map * Nationwide Cyber Security Review (NCSR)

* Malicious Code Analysis Platform (MCAP) * Awareness and Education Materials

Quick Links: =
Cis Controls CIS Benchmarks CIS Hardened Images MS-ISAC®

CIS SecureSuite”

Membership

See list of members -

Report an Incident 2

MS-ISAC Cyber Alert Level:
LOW




TLP: WHITE
MS-ISAC CYBERSECURITY ADVISORYV

MS-ISAC ADVISORY NUMBER: UNCLASSHFIEDNFOR OFFICIAL USE ONLY ® Traflic Light Proloco
2017-085
DATE(S) ISSUED: Multi State Information Sharing and Analysis Center

07r82m7

Cyber Monthly Update

Informabion currerd as of June 30, 2017

Insert your logo here

25JUL 2017

Alert Number

ML-000084-DM

WE NEED YOUR
HELP!
If you find any of
these indicators on
your networks, or
have related
information, please
contact
FBI CYWATCH
immediately.
Email:
cywatch@ic.fhi.gov

The following infarmation is being provided by the FBI, with no
guarantees or warranties, for potential use at the solz discretion of
reciplents in order to protect against cyber threats. This data is
provided to help cyber security professionals and system
administrators guard against the persistent malicious actions of cyber
criminals.

This FLASH has been released [IEMMIaEa: Recipients may only share
information with members of their own organization, and
with clients or customers who need to know the information to
protect themselves or prevent further harm.

IP Addresses and Domains Used by Likely Iran-
Based Cyber Actors to Attack Victims Worldwide

Summary

The FBI assesses a group of malicious cyber actors—likely located in
Iran—use Virtual Private Server infrastructure hosted in the United
States to compromise government, corporate, and academic
coemputer networks based in the Middle East, Eurcpe and the United
States. This infrastructure is used in conjunction with identified

or (CTA) group Teab System Dz [ ]
campaign on June 25 alfecting both
|government websites and non-SLTT

messane supporting the terror group
jund the world The group s known for their support of
s affecting WordPress websites. The campaign gained
notable websites in Ohio

7. the Multi-State Information Sharing and Analysis
1t regarding the mass website defacement campaign
'es The defacements were likely due to vulnerabilities
iNethiuke (DNIN) content management sysfem {CMS)
rernment websites, it is uniikely that the attacks were
v conducling opportunisiic attacks.

Department of Motor Vehicles (NYSDMV) wamed
ring to come from the NYSDMV. The phishing emails
ets to pay or have their license revoked. Upon clicking
1 mabware thal tracked user activity and attempled to
(FI1) from the: user's machine.
the first cccurrence of traffic beket scams, and past
beyond financral losses for affected residents. In a
ent agency received a high volume of call tralfic from
2nans, resulling in an inadvertent tefephony denial of
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_' { Connecticut State
@ Division of Emergency Management and Homeland Security

CT.GOV HOME DIVISION OF EMERGENCY MANAGEMENT AND HOMELAND SECURITY COUNTER TERRQRISM AND INTELLIGENCE

Counter Terrorism and Intelligence

Since September 11, 2001, presidential directives, federal legislation, and appropriations to states
related to homeland security have placed a special emphasis on preparedness for terrorism across the

Homeland Security Home

Report A Tip

Critical Infrastructure Protection country. The following sections outline the counter terrorism and Intelligence capabilities in
Connecticut.
Counter Terrorism and Intelligence

Counter Terrorism

Counter Terrorism incorporates a variety of methods to prevent or thwart a terrorist attack. In
Connecticut, the State Police Counter Terrorism Unit (CTU) managers counter terrorism functions in

Cybercrime and Cybersecurity

DEMHS Topics A-7

Return to Home the state. The purpose of CTU is to utilize all resources within state government to develop unified
safety and security measures to prevent, mitigate and manage incidents threatening the quality of life
Search Division of Emergency Management of the citizens of Connecticut.

and Homeland Security

S

Homeland Security Intelligence gathering in Connecticut is conducted through the state fusion center
known as the Connecticut Intelligence Center Unit (CTIC). Fusion centers

operate nationwide across all levels of government for the receive, analyze,
gather, and share threat-related information. CTIC includes a co-located team
of federal, state and local partners (including DESPP, Department of
Correction, Connecticut National Guard, Federal Bureau of Investigation (FBI),
United States Coast Guard, Office of the United States Attorney, federal
Department of Homeland Security, and municipal police).

https://portal.ct.gov/IDEMHS/Homelan8ecurity/Intelligenceand-CounterTerrorism



https://portal.ct.gov/DEMHS/Homeland-Security/Intelligence-and-Counter-Terrorism

Connecticut State

Division of Emergency Management and Homeland Security

RITY CYBERCRIMES AND CYEERSECURITY

Homeland Security Home Cybercrimes and Cybersecurity

Report ATip > Cybercrime Investigations

Critical Inf e Protection : Cybercrimes are criminal offenses committed on the internet or aided by the use of computer
technology. The newly established C5P Cyber Crimes Investigation Unit assists is the investigation of
Counter Terrorism and Intelligence ; cybercrimes in Connecticut. The goal of this unit is to create a dedicated entity within the Connecticut
State Palice (CSP) respansible for investigating and pursuing the perpetrators of cyber crime, with
adequate capacity to serve the needs of the (5P, manage effective liaison with regional and federal

Cybercrime and Cybersecurity

DEMHS Topics A-Z N authorities and to assist municipal police in cyber security investigations.

Return to Home : Cybersecurity

In 2016, Governor Malloy appointed a Cyber Security Risk Officer to assist in the coordination of state
cybersecurity. The Division of Emergency Management and Homeland Security (DEMHS), within the
Department of Emergency Services and Public Proteciion established a Cyber Security Committee as a
working group of the DEMHS Advisory Council. The Committee includes representatives from, state,
local and federal agencies as well as the private sector and meets monthly. A Connecticut
Cybersecurity Resource Page has been developed with resources for offidials, private organizations
and individuals; a list of key cybersecurity plans are listed below.

Connecticut Cybersecurity Strategy"ﬁ_

Search Division of Emergency Management
and Homeland Security

The Connecticut Cybersecurity Strategy sets forth seven foundational principles including executive
leadership, awareness, literacy, preparation, response, recovery, communication and verification. This
document is intended to lead the way in cybersecurity planning in Connecticut.

Connecticut Cybersecurity Action Plan™

This plan outlines the state’s goals for improving cyber literacy, preparedness, response and recovery,
across state and local government, education, business and law enforcement. This plan establishes the
Cyber Crime Investigation Unit within the Connecticut State Police to investigate and pursue multi-
jurisdictional cybercrimes and serve as a ligison with regional and federal authorities.

Connecticut Cyber Incident Response Plan

This document is designed as a template for State of Connecticut agencies to use when developing
ggency-specific Incident Response Plans. Other state branches, local and municipal government
agencies may also use this template (although some references to DAS/BEST as a central response
resource may need to be modified).

Connecticut Cyber Disruption Response Plan™

The CT Cyber Disruption Response Plan {CT-CDRF or CDRF) was developed as an annex to the State
Response Framework T, . The CTDRP helps to address issues related to the increasing dependence on
Information Technology (IT)computer-based systems and the knowledge that disruptions to some
systems may have profound and detrimental effects on public safety, critical infrastructure, and
business and industry.

https://portal.ct.gov/IDEMHS/Homelan&ecurity/Cybercrimeand-Cybersecurity
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NJCCIC

MNew Jersey Cybersecurity & Communications Integration Cell

NJCCIC Advisory

FBI PIN: Indicators of Compromise
Associated with RobbinHood Ransomware

June =, 2019

NICCIC PublicPrivate Sector Members,

This FBI Liaison Alert System (FLASH) is being provided, with no guarantees or warranties, for
potential use at the scle discretion of recipients in order to protect against cyber threats.

Summary

Between 7 April and 7 May 2019, three US cities were victims of RobbinHood Ransonrware attacks.
These attacks represent the first observed instances of RobbinHood Bansomware in the United States.
RobbinHood encrypts the files on the victim’s network vsing RSA-4096, an asymmetric cryptographic
algorithm. Once amachine has been infected, the RobbinHood actors issue a ransom note,
providing the victim with two options to recover their data. The first option requires the victim to zend
3 Bitcoin (BTC) for each affected system. The second option requires the victims to send 13 BTC for
all affected systems. The note also states the ransom amount will increase by 510,000 per day. after
the fourth day, if payment iz not recerved.

The attached FBI FLASH provides an overview of the threat, technical details, and recommended
mitigation measures to assist organizations in guparding against the persistent malicious actions of
cyber criminals.

Reporting
The KJCCIC encourages recipients who discover signs of malicious cyber activity to contact the
NICCIC wia the cyber incident report form at wwnw.cyber.nj sovireport.

Please do not hesitate to contact the NJCCIC at njecic@eyber.nj sov with any questions. Also, for
more background on our recent cybersecurity efforts please visit cvber.nj.gov.

The information contained in this product is marked Traffic Light Protocol (TLP): (GREEN. The
information can be shared with trusted peers and parther organizations within your secter or
commurnity, but not via publicly accessible channels. No portion af this product should be released
to the media, posted to public-facing internet websites, or transmifted over non-secure, external
communications channels.

New Jersey Cybersecurity & Communications Integration Cell
2477 Incident Reporting: 1.866.4.SAFENJ
General Inquiries: 609.963 6900 x7865




ABOUTUS | STAFRBOARD | CIRMA | CONTACTUS | HOME

MEMBERLOG IN REGISTRATION

What can we help you with today?

CYBERSECURITY AWARENESS CONNECT WITH CCM

As a CCM member, you now have access to this valuable information.
FOLLOW USON TWITTER

Below are White and Green Cybersecurity Advisory Bulletins from Multi-5tate Information
Sharing and Analysis Center (M5-1SAC). These alerts are designed for technology

- = = CCM-CT @CCM_ForCT
infrastructure owners and administrators to make them aware of threats or activity with the

potential toimpact their computar networks and IT infrastructure. These bulletins may be of Don't forget! Tune in live st noon for our

use tomunicipal IT representatives. biweekly podcast, #TheMunicipalVioice, on
@wnhhlp or our Facebook page T...

White Bulletins are published frequently. Green Bulletins are published several times per https:/tco/ozhss3YEMS

month. CCM-CT @CCM_ForCT

Be sure to tune in live tomorrow at noon on
WHITEBULLETINS ~ GREEN BULLETINS LA RS I T
#TheMunicipalvoice! we'll have
@erinstewartct,... https2{t.co/ASRdqHSred

WHITE BULLETINS > backto top ATl

On Fridays we wear pink! Today's Festive
Friday is in support of
White Bulletins contain information that may be distributed without restriction. #BreastCancerAwarensssMaonth.
https:/'tco/HIBUbGKNS
> goto twitter

DATE TOPICS
10/11/1% > HSA Cyber Monthly Update for September 2019
10/09/1% = Critical Patches Issued for Microsoft Products
10/08/1% > MSA Releases Advisory on Mitigating Recent VPR Vulnerabilities
10/03/1% > Mew Jersey Cybersecurity & Communications Integration Cell - The Weekly Bulletin
10/02/1% > End-of-Support Software Report list
CCMMAGAZINE
09/12/1% > Monthly Cyber Tips Mewsletter
09/10/19 > Critical Patches Issued for Microsoft Products 7
. Resdthelatestissue. (LSl el )
08/13/19 = Critical Patches Issued for Microsoft Products . 'y |
> view WERE
07/22/1% > Multiple Vulnerabilities in Apple Products Could Allow for Arbitrary Code Execution
07/15/19 = FBl Liaison Alert System (FLASH) Message - GandCrab Master Decryption Keys
07/09/19 = Critical Patches Issued for Microsoft Products
07/08/19 > MS-ISAC End of Support Software Report List - 07/08/2019
0&/27/19  » Staying Cyber-Safe on a Summer Vacation

https://ccm-ct.org/cybersecuritybulletins



https://ccm-ct.org/cybersecurity-bulletins

CYBERSECURITY BULLETINS
New Jersey Cybersecurity & Communications Intergration Cell (NJCCIC):
« NJCCIC Threat Profile - Ryuk

« NJCCIC - Ransomware: Risk Mitigation Strategies
» NJCCIC - The Weekly Bulletin - October 3, 2019

Mulli-St&e Information Sharing and Analysis Center (MS-1SAC):

« MS-ISAC Security Primer - Emotet
» MS-ISAC Security Primer - TrickBot

Cybersecurity and Infrastructure Security Agency (CISA):

« CISA Security Tip (ST19-001) - Protecting Against Ramsomeware

TLP: WHITE
MS-1SAC Cyber Alerts

10-09-19 - Critical Patches lssued for Microsoft Products - Patch Now

10-08-19 - NSA Releases Advisory on Mitigating Recent VPN Vulnerabilities

10-02-19 - M3-ISAC End-of-Support Software Report List

08-12-19 - FEIl Flash PSA -Business Email Compromise: The 526 Billion Scam

09-11-19 - Critical Patches |ssued for Microsoft Products, September 10, 2019 - Paich Mow

08-13-19 - Critical Patches Issued for Microsoft Products, August 13, 2019 - Patch Now

07-22-19 - Multiple Vulnerabilities in Apple Products Could Allow for Arbitrary Code Execution

07-15-189 - GandCrab Master Decryption Keys FLASH

07-0%-18 - Critical Patches lssued for Microsoft Products, July 8 2019

07-08-19 - MS-ISAC End-of-Support Software Report List

06-08-19 - Critical Patches Issued for Microsoft Products. May 14, 2019 - UPDATED 06/18/19

06-05-18 - NSA Cybersecurity Advisory - Patch Remote Deslkiop Services on Legacy Version of WindowsA®

05-24-19 - CISA Release Best Practices for Securing Election Systems

05-14-19 - CISA Releases Microsoft Office 385 Security Observations

FLASH# MC-000103-MW

05-02-18 - Multiple Vulnerabilites in Cisco Products Could Products Could Allow for Arbitrary Code Execution - PATCH
NOW

04-19-19 - Multiple Vulnerabilities in Cisco Products Could Allow for Remote Access - PATCH NOW

04-09-19 - Critical Patches Issues for Microsoft Office - PATCH NOWW
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J&tta

https://virusscan.jotti.org/

> ] VirusTotal

https://www.virustotal.com

O PSYWAAT

Metadefender®

CLOWD

https://metadefender.opswat.com




Cybersecurity Checklist

The following is a comprehensive checklist to determine the level of security controls within your city.
This checklist was adapted from a resource developed by James E. Pacanowski Il, CGCIO, Ventnor City, NJ.

Physical Security

Item Yes No
Do you have policies and procedures to address authorized and limited access to

facllities, Including datz centers?

Are visitors escorted in and out of controlled areas?

Are PC screens automatically locked after an idie period?

Do you have policies covering laptop, tablet, or mobile device security?

Do you have a current emergency evacuation plan?

Do you have an accurate up to date inventory of all electronic equipment?

Are your data closets and/or server rooms equipped with intrusion alarms?

Is your data center/server room locked at all times?

Do you have environmental controls dedicated to your data closets and server rooms?
Do you have fire suppression systems dedicated to your data closets and server rooms?

Are default security settings changed on software and hardware before they are placed in
operation?
Are policies and procedures in place to control equipment plugged into the network?

Is your physical facility monitored and reviewed via camera systems?

Totals




Personnel

Item Yes No
Does your staff wear ID badges?

Do you check credentials of external contractors?

Do you have policies to address background checks of contractors?
Do you have policies addressing background checks of employees?
Do you have a policy for unauthorized use of “open” computers?

Do you have a policy and procedure in place to handie the removal of employees who
retire, are terminated, or leave, including passwords and access to systems?

Do you have an acceptable use policy that governs email and internet access?
Do you have a policy governing social media use and access by employees?

Are employees required to sign an agreement verifying they have read and understood ali
policies and procedures?
Are these policies and procedures reviewed by employees at least annually?

Totals




Data Security

Item Yes No
Do you have policy for information retention?

Do you have policies and procedures for management of personal private information?
Do you have a policy for disposing of old and outdated equipment?

Do you have policies and procedures in place for the secure destruction or sanitation of
media and/or drives before they are removed, sold, or disposed of?

Is access to data or systems accessed remotely both from a dedicated link and
encrypted?

Do you have policies and procedures in place to ensure that documents are converted
into formats that cannot be easily modified before they are circulated outside the
network?

Are documents digitally signed when they are converted to formats that cannot be easily
modified?

Is access to critical applications restricted to only those who need access?

Are UPS batteries used on all critical equipment?

Totals




Account and Password Management

Item Yes No
Do you have policies and procedures covering authentication, authorization, and access

control of personnel and resources to systems?
Are policies in place to ensure only authorized users have access to PCs?

Are policies and procedures in place to enforce secure, appropriate, and complex
passwords?

Are information systems such as servers, routers, and switches protected with basic or
better authentication mechanism?

Has the default “Administrator” account been disabled and/or deactivated?

Are all access attempts logged and reviewed?

Are employees required to change their passwords on a routine schedule?
Are employees prevented from using previous passwords?

Are all passwords on network devices encrypted?

Do you have legal and/or policy notifications on all log-in screens that is seen and
accepted prior to access to any network device?

Totals




Network Security

Item Yes No
Is network traffic regularly monitored for patterns?

Do critical systems have redundant communication connections?

Does your network utllize redun@t DNS servers In case of Interruption to one server?
Are your DNS servers reviewed on a perlodic basls for anomalles and consistency?

Is your Actlve Directory reviewed periodically for anomalies and consistency?

Are all unnecessary services disabled on servers?

Does your network utilize redundant domain controllers In case of Interruption to one
server?

Are there policles and procedures governing the use of wireless connections to your
network?

Are wired and wireless networks within your organization segregated elther physically or
virtually through routers, switches, or firewalls?

Do you employ firewalls on your network to control access and traffic?

Are firewalls configured to only allow traffic from approved lists?

Are network security logs reviewed regularly?

Are web filters used to restrict downloading of unapproved material?

Are filters or firewalls used to filter executable or maliclous emall attachments?
Are policles and procedures In place for software patches and updates?

Are policles and procedures In place for hardware patches and updates?

Are your securlty policies reviewed on 3 yearly basis?

Are current and up to date antivirus solutions loaded on all computers?

Are antivirus and other security software updated with current patches on a regular
basis?
Do you use spyware and maiware detection software?

Are all computers current with all security and operating system patches and updates?
Do you use employee “least privilege” access and review access privilege periodically?

Do you have an accurate and up to date software Inventory list?

Totals




