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As reported by the 2013 Europol Serious & 

Organized Threat Assessment, the “Total 

Global Impact of CyberCrime [has risen to] US 

$3 Trillion

… making it more profitable than the global 

trade in marijuana, cocaine and heroin 

combined.”

In 2018, Global Impact exceeded $6 Trillion



“If cybercrime was a country, it would 

have the 13th highest GDP in the 

world”.

… Cyber attackers alone generated $1.5 trillion in 

profit last year, equivalent to the GDP of Russia.

ϝ{ƻǳǊŎŜΥ άLƴǘƻ ǘƘŜ ²Ŝō ƻŦ tǊƻŦƛǘέΣ 5ǊΦ aƛŎƘŀŜƭ aŎDǳƛǊŜΣ {ŜƴƛƻǊ [ŜŎǘǳǊŜǊ ƛƴ /ǊƛƳƛƴƻƭƻƎȅ ŀǘ ǘƘŜ ¦ƴƛǾŜǊǎƛǘȅ ƻŦ {ǳǊǊŜȅ
https://www.darkreading.com/vulnerabilities---threats/cybercrime-economy-generates-$15-trillion-a-year/d/d-id/1331613











Municipal and State 

Government at risk 

online













*Source: GemaltoSecurity ςData Breach Statistics 2017; First Half Results Are In 
https://blog.gemalto.com/security/2017/09/21/new-breach-level-index-findings-for-first-half-of-2017/



Municipal data ð a pot of gold

County and municipal networks are treasure chests 

overflowing with priceless gems. 

Mortgage documents, deeds, births, deaths, ugly 

divorces, medical records, Social Security numbers 

and military discharge documents are among the many 

types of publicly accessible documents that may contain 

PII (personally identifiable information), PHI (personal 

health information) or other sensitive data. Constituents 

turn over all this information naively assuming that you 

are doing everything in your power to protect it from theft 

and misuse. 

*Source: CIO.com -County and Municipal Cybersecurity
https://www.cio.com/article/3184618/government-use-of-it/county-and-municipal-cybersecurity-part-1.html











* SOURCE: Deeper Dive: Human Error Is to Blame for Most Breaches
ByWill R. DaughertyonApril 25, 2016

http://bakerlaw.com/WilliamRDaugherty


County and Municipal Government Data Breaches

Internal Mistake External Threat

*Source: IBM ςReviewing a year of serious data breaches, major attacks and new vulnerabilities
http://www -01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=WH&infotype=SA&htmlfid=SEW03133USEN&attachment=SEW03133USEN.PDF







Maintain your 

computer’s defenses

Keep the Firewall Turned on

Install legitimate anti-malware software

Allow monthly software updates

Notify an IT person of any Update Failures





Only devices owned by the municipality is 

connected to that municipality’s Network

PCs should be manually locked when unattended

Press Windows Key and “L” at the same time  ..or

Press CTRL-Alt-Del and “Lock Computer”

Files should be stored on a network drive or 

cloud drive

NOT on the C:\ Drive













* http://ipaddress.is/183.82.218.198





















Don’t be tricked into 

downloading malware

Think before you click

Confirm that the message is legitimate



Step 3
Protect company 

data and 

financial assets





Protect Municipal data 

and financial assets

Handle sensitive data with special care

Data should always be physically secured

Flash Drives, CD Roms etc…

Encrypt Data “in Transit”

Information should only be stored (or transferred) to 

municipal owned devices

Properly recycle “retired” technology assets





Create strong passwords

Which passwords are strong?

WEAKSTRONG

Password106/04/79Advan!age0us!$wanR!ceRedD00r510152025MsAw3yO!D

SwanRiceRedDoorAdvantageous!My son Aiden was 3 years old in December









Create strong passwords

Keep them private

Make passwords strong

Keep them private

NEVER share your password for ANY reason

Use unique passwords

Do not allow your browser to CACHE passwords



Step 5
Guard data and 

devices when 

you’re on the go
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CIS Critical Security Controls 
(for Effective Cyber Defense)

2) Inventory of Authorized Software

3) Secure Configuration for Hardware and 
Software on Mobile Devices

4) Continuous Vulnerability Assessment 
and Remediation

1) Inventory of Authorized Devices

5) Controlled Use of Administrative 
Privileges

(June 2017) SANS Institute ςCIS Critical Security Controls. 
Retrieved from https://www.sans.org/critical-security-controls

άhƴŜ Ƴǳǎǘ ƘŀǾŜ ƪƴƻǿƭŜŘƎŜ ƻŦ ŀƭƭ ŘŜǾƛŎŜǎ 
used to access data and resources in the 
ƻǊƎŀƴƛȊŀǘƛƻƴΦ aƻōƛƭŜ ŘŜǾƛŎŜǎ ŀǊŜƴΩǘ 
perpetually attached to the network like 
other IT systems, so new methods need to 
ōŜ ǳǎŜŘ ǘƻ Ƴŀƛƴǘŀƛƴ ǘƘŜ ƛƴǾŜƴǘƻǊȅΦέ 

άaƻōƛƭŜ ŀǇǇǎ Ŏŀƴ ōǊƛƴƎ Ǌƛǎƪǎ ŀƴŘ ǘƘǊŜŀǘǎ ǘƻ 
data and credentials. Being able to know 
what is installed, control access to malicious 
apps and insecure versions of apps is 
ƛƳǇƻǊǘŀƴǘ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΦέ

ά[ƛƪŜ ǿƛǘƘ t/ǎΣ ǎŜŎǳǊŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŀƴŘ 
monitoring of these configurations are 
ŎǊƛǘƛŎŀƭ ǘƻ Ƴŀƛƴǘŀƛƴ ǘǊǳǎǘ ǿƛǘƘ ǘƘŜǎŜ ŘŜǾƛŎŜǎΦέ

άaƻōƛƭŜ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ŀǊŜ ǳǎǳŀƭƭȅ ƭƛƴƪŜŘ ǘƻ 
versions of the operating system or 
ƳŀƭƛŎƛƻǳǎ ŀǇǇǎΦ {ƛƴŎŜ ƳƻōƛƭŜ ŘŜǾƛŎŜǎ ŀǊŜƴΩǘ 
ŀǘǘŀŎƘŜŘ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪΣ ȅƻǳ ŎŀƴΩǘ ƛŘŜƴǘƛŦȅ 
and manage vulnerabilities like you do on 
t/ǎΣ ǎŜǊǾŜǊǎ ƻǊ ƻǘƘŜǊ ƴŜǘǿƻǊƪŜŘ ŘŜǾƛŎŜǎΦέ 

άaŀƴȅ ƛƴǘǊǳǎƛƻƴǎ ǳǎŜ ǾŀƭƛŘ ŎǊŜŘŜƴǘƛŀƭǎ 
obtained either through social engineering, 
or captured by other means. One important 
risk in mobile is protecting credentials 
ǎǘƻǊŜŘ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ōŜŎŀǳǎŜ ŀ ǳǎŜǊΩǎ ŜƳŀƛƭ 
account could also be a system or Domain 
!ŘƳƛƴ ŀŎŎƻǳƴǘΦέ







Guard municipal data 

when you’re on the go

Connect securely

Confirm the connection 

Encrypt confidential data

Save sensitive activities for trusted connections

Beware of who is listening

Delete “Connection Profile” when done

Flash drives: watch out for unknowns

HLTONHOTELS.NET



What to do if there are problems

Report abuse and other problems

Immediately report phishing

Immediately report missing devices 

or theft of municipal data

Change all passwords

Wipe mobile phones
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More helpful information



www.cisecurity.org/ms-isac/





https://portal.ct.gov/DEMHS/Homeland-Security/Intelligence-and-Counter-Terrorism

https://portal.ct.gov/DEMHS/Homeland-Security/Intelligence-and-Counter-Terrorism


https://portal.ct.gov/DEMHS/Homeland-Security/Cybercrimes-and-Cybersecurity

https://portal.ct.gov/DEMHS/Homeland-Security/Cybercrimes-and-Cybersecurity




https://ccm-ct.org/cybersecurity-bulletins

https://ccm-ct.org/cybersecurity-bulletins
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https://virusscan.jotti.org/

https://www.virustotal.com

https://metadefender.opswat.com












